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CITY OF COCKBURN 

AGENDA TO BE PRESENTED TO THE  
AUDIT AND STRATEGIC FINANCE COMMITTEE 

TO BE HELD THURSDAY, 15 JULY 2021 AT 6.00PM 

1. Declaration of Meeting 

 

2. Appointment of Presiding Member (If required) 

 

3. Disclaimer (To be read aloud by Presiding Member) 

Members of the public, who attend Council Meetings, should not act 
immediately on anything they hear at the Meetings, without first seeking 
clarification of Council's position. Persons are advised to wait for written 
advice from the Council prior to taking action on any matter that they may 
have before Council. 

 

4. Acknowledgement of receipt of Written Declarations of 
Financial Interests and Conflict of Interest (by Presiding 
Member) 

 

5. Apologies and Leave of Absence 

 

6. Public Question Time 

 

7. Confirmation of Minutes 

7.1 Minutes of the Audit and Strategic Finance Committee Meeting 18/3/2021 

Recommendation 
That the Committee CONFIRMS the Minutes of the Audit and Strategic Finance 
Committee Meeting held on Thursday, 18 March 2021 as a true and accurate 
record. 
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8. Deputations 

 

9. Business Left Over from Previous Meeting (if adjourned) 

Nil  

 

10. Declaration by Members who have Not Given Due 
Consideration to Matters Contained in the Business Paper 
Presented before the Meeting 

 

 

11. Built and Natural Environment 

Nil  
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12. Finance 

12.1 Audit Plan for the Year Ending 30 June 2021 

 

Author N Mauricio  

Attachments 1. Audit Plan Report for the Year Ending 30 June 2021 
(Confidential)    

     
 

 

RECOMMENDATION 
That Council RECEIVES the Audit Plan used for auditing the financial year ending 30 
June 2021, as attached to the Agenda.  

 

 
Background 
 
The attached External Audit Plan and Strategy document for 2021 outlines the 
purpose and scope of the External Audit and explains the audit methodology and 
approach to be taken in completing the 2021 financial year audit. It provides the Audit 
and Strategic Finance Committee (ASFC) the opportunity to review the audit focus 
areas, the auditor’s procedures, and the agreed timelines.   
 
The Audit Plan was prepared by KPMG in consultation with the City and approved by 
the Office of the Auditor General (OAG). Given the OAG have indicated a preference 
for their audit plans, management letters and audit closing reports not to be publicly 
available, this Audit Plan has been made a confidential attachment. However, the 
OAG has no issue with the City highlighting key aspects from the plan in this report. 
 
The OAG tendered out and awarded the performance of the City’s audit to KPMG for 
a period of three financial years. This year will be the third year of the contract and 
may be subject to an extension. 
 
Regulation 9 (2) of the Local Government (Audit) Regulations 1996 states that the 
principal objective of the external audit is for the auditor to carry out such work as is 
necessary to form an opinion as to whether the accounts are properly kept, and that 
the Annual Financial Report: 
 

 is prepared in accordance with financial records 

 represents fairly the results of the operations of the Local Government at 30 June 
in accordance with Australian Accounting Standards and the Local Government 
Act 1995. 
 

As set out in the Terms of Reference for the ASFC, its duties and responsibilities 
include discussing with the external auditor the scope and planning of the audit each 
year.  
 
Submission 
 
N/A 
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Report 
  
KPMG will conduct an independent audit to enable the OAG to express an opinion 
regarding the City’s 2021 financial statements and the associated financial ratios.  
 
The audit is conducted in accordance with Australian Auditing Standards to provide 
reasonable assurance that the City’s financial report is free of material misstatement. 
 
 A key aspect of the audit work is considering the effectiveness of management 
internal controls and assessing the appropriateness of the City’s accounting policies, 
disclosures, and accounting estimates. 
 
The audit approach outlined in the plan is summarised under the five following areas: 

1. Methodologies and activities 
2. Materiality 
3. Risk assessment 
4. Independence 
5. Approach to fraud  
 
A key aspect of the audit planning process is the assessment of inherent audit risks, 
where the auditor considers the nature of the risk, likelihood of occurrence and the 
potential impact it could have on the City’s financial report. For the 2021 audit, KPMG 
have determined the following seven focus areas: 

 

Version: 1, Version Date: 08/07/2021
Document Set ID: 10608155



Item 12.1   ASFC 15/07/2021 

 

 

   7 of 159 
 

The Audit Plan outlines why these have been chosen as focus areas and the planned 
audit procedures to be applied in reviewing and assessing them.  
 
Another key topic highlighted in the Audit Plan is accounting estimates. There is a 
revised auditing standard now effective for these and the auditor will increase their 
focus on critical financial reporting estimates, judgements, and transparency of 
disclosures.   
   
Interim audit work for the 2021 audit was completed in June 2021 and the proposed 
timeline included in the Audit Plan sees end of year audit procedures commencing on 
4 October. According to the Plan, the draft audit report and audit opinion will be 
presented at the ASFC meeting scheduled for 18 November 2021.   
 
KPMG and the OAG will be attending the July ASFC meeting to present and discuss 
the attached audit plan for 2021.  
 
    
Strategic Plans/Policy Implications 
 
Listening and Leading 
 
A community focused, sustainable, accountable and progressive organisation. 
• Ensure good governance through transparent and accountable, planning, 
processes, reporting, policy and decision making. 
• Deliver value for money through sustainable financial management, planning and 
asset management. 
 
 

Budget/Financial Implications 
 
The OAG have provided a quote for the completion of the audit, which is comparable 
to last year and covered within the City’s FY 22 annual budget.  
 
Legal Implications 
 

 Local Government Act 1995 Sections 5.53, 5.54, 6.4, and Part 7 - Audit  

 Local Government (Audit) Regulations 1996 Regulations 9, 9A and 10 

 Local Government (Financial Management) Regulations 1996 Part 4 - Financial 
Reports  

 
Community Consultation 
 
N/A 
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Risk Management Implications 
 
It is a requirement under the Local Government Act 1995 for Council to accept the 
City’s Annual Report (including the Financial Report and Auditor’s Report) by no later 
than 31 December each year. Failure to do so will lead to statutory non-compliance. 
Proper audit planning helps ensure this risk is mitigated. 
 
Advice to Proponent(s)/Submitters 
 
N/A 
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil  
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12.2 Audit Results Report – Annual 2019-20 Financial Audits of Local 
Government Entities 

 

Author N Mauricio  

Attachments 1. Office of the Auditor General of WA - Audit Results Report – 
Annual 2019-20 Financial Audits of Local Government Entities 
⇩    

     
 

 

RECOMMENDATION 
That Council receive the Audit Results Report – Annual 2019-20 Financial Audits of 
Local Government Entities tabled in Parliament by the Auditor General on 16 June 
2021. 

 
Background 
 
Each year the Auditor General of Western Australia (OAG) submits to the WA 
Parliament a report summarising the findings of the financial audits into Local 
Governments in Western Australia. 
 
The report is under section 24 of the Auditor General Act 2006. The attached report 
covers the third year of a four-year transition for the OAG to conduct the annual 
financial audits of the local government sector, following proclamation of the Local 
Government Amendment (Auditing) Act 2017.  
 
This report on the 2019-20 financial audits of 117 of the applicable, 132 local 
government entities include: 
  

 results of the audits of local government entities’ annual financial reports, and 
their compliance with applicable legislation for the financial year ending 30 June 
2020 

 issues identified during these annual audits that are significant enough to bring to 
the attention of the Parliament. 

 
Submission 
 
N/A 
 
Report 
 
The Auditor General noted that 2020 proved to be a challenging year for local 
government financial reporting due to the COVID-19 pandemic and new revenue 
accounting standards coming into effect. Amendments made to the Local 
Government (Financial Management) Regulations in November 2020 that applied 
from 30 June 2020, required many local government entities to recast and resubmit 
their financial reports.  
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This resulted in significant rework and audit delays for many local governments. The 
City of Cockburn fared comparatively well, with its unqualified audit report one of the 
first few issued by the OAG for a metropolitan local government, and the presentation 
of this to the Audit and Strategic Finance Committee (ASFC) only being delayed by 
one week to 26 November 2020. 
 
There were no direct references to the City of Cockburn in the OAG report tabled in 
Parliament. The section of the report dealing with material matters of non-compliance 
with legislation included many findings across 45 unnamed local government entities. 
It is particularly worth noting that none of these findings applied to the City. However, 
these findings provide a useful reference in self-assessing and ensuring internal 
controls remain effective at the City going forward.  
 
The OAG highlighted in their report the need for the Department of Local 
Government Sport and Cultural Industries (DLGSC) to provide centralised 
professional support to assist local government entities fulfil their financial reporting 
requirements. This should include professional advice on changes in accounting 
standards and legislation. It also believes the OAG should be leading change in the 
sector’s financial reporting requirements, particularly the legislative need to report 7 
financial ratios and adverse trends in these to be disclosed in the audit report.  
 
There are many key findings included in the report which the City’s management 
have reviewed and considered. While there is no need to repeat these in this agenda 
report the following finding was found to be particularly relevant to the City: 
 

The budget implications of the Minister for Local Government’s Circular No 3-
2020 that LG entities freeze their rates for 2020-21 will extend well beyond 1 
year, as entities’ current year budget restraint deals with only the short term 
ramifications. There will be significant challenges for entities preparing their 
long term financial plans and budgets for some years. 

 
This is a timely reminder that careful and considerate planning is required when 
developing long term financial plans and rating strategies, and that pandemic 
financial impacts are likely to linger into the future.  
 
Good financial management and oversight is paramount in ensuring both Council’s 
short-term and long-term objectives can be sustainably delivered, with audit review 
providing an important and effective governance control. 
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The report included eight recommendations, which have been included in the 
following table with the City’s viewpoint provided alongside: 
      

OAG Recommendation (summarised) Officer Comment 

1. The DLGSC should assess whether the 
current financial ratios in the FM Regulations 
remain valid criteria for fairly measuring and 
reporting the performance of each LG entity. 

Agreed. The City supports the 
work being facilitated through 
WALGA to have the current 7 
financial ratios revised.   

2. LG entities should ensure they maintain the 
integrity of their financial control environment 
by conducting ongoing reviews and 
improvement of internal controls and 
regularly monitoring compliance with relevant 
legislation. 

The City has maintained an 
effective control environment, 
which is regularly reviewed. 
Recent audit outcomes with low 
findings and weaknesses support 
this view of effectiveness.  

3. The DLGSC should seek ministerial approval 
for any proposed regulatory amendments 
well in advance of the financial year end to 
ensure timely gazettal to facilitate action and 
avoid rework by all entities when finalising 
their end of year financial report. 

Agreed. 

4. LG entities should complete their assessment 
of the impact of any new regulations or 
accounting standards and prepare a position 
paper on the necessary adjustments to their 
financial report. If required, entities should 
seek external consultation when completing 
their assessment and adjust their financial 
report, prior to submitting it for audit. 

The City has previously prepared 
position papers for these types of 
matters as requested by audit. 
This has proven to be effective in 
meeting audit procedure and 
testing requirements. 

5. DLGSC should provide timely guidance to 
assist LG entities to update their accounting 
practices to ensure that their future reporting 
is compliant with all current accounting 
standards. 

Agreed, but it would be useful for 
the DLGSC to consult the sector 
before issuing the guidance. 

6. DLGSC should re-assess the amount of 
detail required to be included in annual 
financial reports, in particular for small and 
medium sized LG entities. 

Agreed. The City believes that 
even larger sized LG entities are 
required to report too much 
detail.  

7. The DLGSC should amend regulations to 
improve the sector’s financial report 
framework and provide accounting support 
services to the sector. Proper management 
of financial resources is the most basic 
priority as from there all else is enabled or 
eroded. 

 

Agreed. 
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8. OAG encourages LG’s to make use of their 
WA Public Sector Financial Statements – 
Better Practice Guide to improve their 
financial management and reporting 
practices, processes and procedures. 

The City’s officers attended the 
guide release webinar and have 
downloaded a copy of the guide 
to assist in preparing the FY21 
financial report.  

 

Strategic Plans/Policy Implications 
 
Listening and Leading 
 
A community focused, sustainable, accountable and progressive organisation. 
• Ensure good governance through transparent and accountable, planning, 
processes, reporting, policy and decision making. 
 
 

Budget/Financial Implications 
 
N/A 
 
Legal Implications 
 
N/A 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
Although the OAG’s report to parliament on the audit results of local government in 
2019/20 does not require a direct response or decision from Council, its findings and 
recommendations should be noted to improve the City’s financial management 
practices and reduce the risk of future adverse findings. 
 
Advice to Proponent(s)/Submitters 
 
N/A 
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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13. Operations 

Nil  

14. Community Services 

Nil  
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15. Governance and Strategy 

15.1 Risk Information Report 

 

Author(s) J Fiori  

Attachments 1. Risk Management Framework - Current ⇩   
2. Enterprise Risk Management Framework - Proposed ⇩    

     
 

 

RECOMMENDATION 
That Council: 

(1) ADOPTS the proposed updated City of Cockburn Enterprise Risk Management 
Framework; and 

(2) RECEIVES and NOTES the Risk Information Update Report. 

 

 
Background 
 
At its meeting on 18 July 2019 the Audit and Strategic Finance Committee (ASFC) 
adopted the current City of Cockburn Risk Management Framework (the framework), 
presented in this report (refer Attachment 1).  
 
A review of the framework was commenced in October 2020 by the City of Cockburn 
(the City) Governance and Risk Business Unit. The framework review is now 
complete and the revised document, now titled City of Cockburn Enterprise Risk 
Management Framework, is presented in this report (refer Attachment 2). 
  
This report also provides an update to ASFC of the City’s Risk Register, comprising 
both strategic and operational risks. A previous report of the risk register was 
submitted to ASFC on 16 July 2020.  
 
Additionally, this report informs ASFC of the outcome of the City’s Procurement 
Services Request for Tender (RFT) 26/2020 for an Enterprise Risk Management 
Solution on 28 October 2020. 
 
Submission 
 
N/A 
 
Report 
 
1. Enterprise Risk Management Framework Review 

In accordance with continual improvement requirements of the document control of 
the current framework, the City’s Governance and Risk Business Unit commenced a 
review of the framework in October 2020.  
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The review is now complete and the salient points of this review are outlined below: 
 

 Reference is now made to the legislative context which frames the City’s risk 
management requirements, as part of the alignment with the requirements of 
Australian Standard AS ISO 31000:2018 Risk management-Guidelines (AS ISO 
31000)  

 ‘As Low As Reasonably Practicable’ (ALARP) is introduced to articulate the level 
of risk that is tolerable and cannot be reduced further without the expenditure of 
costs that are disproportionate to the benefit gained, or where the solution is 
impractical to implement. This will provide practicable guidance to those risk 
owners who may otherwise grapple with risk mitigation and management      

 Separate sections have been added to discuss  how the document meets the 
principles, framework and process of AS ISO 31000 

 The current framework cites the risk management model based on the three lines 
of defence. This concept has now been updated to incorporate the ‘four lines of 
defence’ model proposed by the Western Australian Government Office of Auditor 
General 

 A comprehensive section on Controls has been added 

 The risk treatments section has been expanded 
 
The risk matrix is presented in an A3 landscape page layout with quick references to 
the risk acceptance criteria, existing control ratings and the OSH hierarchy of control. 

 
2. Risk Register Overview 

This Risk Register overview covers the period from the previous report to ASFC on 
16 July 2020 to 30 June 2021 and summarises the risk management activities 
undertaken during these months.  
 
Two factors need to be considered in this review: 
 

 The ongoing State of Emergency in Western Australian declared on 15 March 
2020 due to the COVID-19 pandemic. The ongoing monitoring and management 
of this state of emergency by the state government may result in future revised 
consequence levels in some identified requirements 

 The implementation of the new contract awarded to Risk Management and Safety 
Systems Pty Ltd, owner and operator of RMSS, the City’s online enterprise risk 
management software solution. This will be summarised in Part 3 of this report. A 
risk evaluation review of the Risk Register when the new version of RMSS is 
introduced may result in future revised risk likelihood and consequence levels in 
some identified. 
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The City’s Risk Register increased by 47 identified operational risks, from 237 to 284, 
from the following sources: 
 

 ‘Climate Change Risk Assessment’ April 2020 – 6 risks 

 ‘Privacy of Data and Information’ Audit April 2020 – 25 risks 

 ‘Covid-19 Return to Work Risk Assessment’ June 2020 – 11 risks 

 Information and communication technology risk assessments – 5 risks. 
 

The changes in the City’s Risk Register since the last report to ASFC on 16 July 
2020 are summarised in Table 1 below: 
 
Table 1: 2020-2021 Comparison of Risks in the Risk Register 

Risk type Risk level 21 Mar 2020 30 Jun 2021 
Change in count  

Individual Total 

Strategic 
risks 

Low risks 0 Total 
number 

= 7 

0 Total 
number 

= 7 

0 

0% 

Moderate risks 3 3 0 

Substantial risks 3 3 0 

High  risks 0 0 0 

Extreme risks 1 1 0 

Operational 
risks 

Low risks 125 Total 
number 

= 230 

143 Total 
number 

= 277 

+18 

+20.4% 

Moderate risks 97 121 +24 

Substantial risks 7 8 +1 

High  risks 1 3 +2 

Extreme risks 0 2  +2 

Total risk register 237 284 Increased by 19.8% 
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The 284 strategic and operational risks populating the risk register superimposed on 
the risk matrix, together with a brief description of the risk ratings, is shown in Table 2 
below: 
 
Table 2: Risk Register Population by Residual Risk and Risk Rating Description 

 
 Likelihood 

Rare 
1 

Unlikely 
2 

Possible 
3 

Likely 
4 

Almost 
Certain 

5 

C
o

n
s
e

q
u

e
n

c
e
 

Insignificant 
1 

Low 
1 
 

9 Risks 

Low 
2 
 

5 Risks 

Low 
3 

Low 
4 

Moderate 
5 

Minor 
2 

Low 
2 
 

11 Risks 

Low 
4 
 

86 Risks 

Moderate 
6 
 

12 Risks 

Moderate 
8 
 

4 Risks 

Substantial 
10 

 
2 Risks 

Major 
3 

Low 
3 
 

20 Risks 

Moderate 
6 
 

64 Risks 

Moderate 
9 
 

24 Risks 

Substantial 
12 

 
1 Risk 

High 
15 

 

Critical 
4 

Low 
4 
 

12 Risks 

Moderate 
8 

15 Risks 

Substantial 
12 

7 Risks 

High 
16 

 
2 Risks 

Extreme 
20 

Catastrophic 
5 

Moderate 
5 
 

5 Risks 

Substantial 
10 

 
1 Risk 

High 
15 
 

1 Risks 

Extreme 
 20 

 
2 Risks 

Extreme 
25 

 
1 Risk 

Risk level Description 

Low 
1 - 4 

Risk acceptable with adequate controls, managed by routine procedures. 
Subject to annual monitoring or continuous review throughout project 
lifecycle. 

Moderate 
5 - 9 

Risk acceptable with adequate controls, managed by specific procedures. 
Subject to semi-annual monitoring or continuous review throughout project 
lifecycle. 

Substantial 
10 - 12 
 

Accepted with detailed review and assessment.  Action Plan prepared and 
continuous review. 

High 
15 - 16 

Risk acceptable with effective controls, managed by ExCo. Subject to 
quarterly monitoring or continuous review throughout project lifecycle. 

Extreme 
20 - 25 

Risk only acceptable with effective controls and all treatment plans to be 
explored and implemented where possible, managed by highest level of 
authority and subject to continuous monitoring. 
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A description of the current 17 strategic and operational risks rated Substantial and 
higher populating the City’s risk register are described in Table 3 below. 

 
Table 3: Risks Rated Substantial and Higher (S = strategic; O = operational) 

Risk 
ID 

Rating 
Risk 
Type 

Risk name Risk description Action plan a progress 

300 Extreme 
S 

Business 
continuity and 
crisis 
management 

Failure to provide 
business continuity of 
the City's core 
services in the event 
of a major 
crisis/emergency. 

1. The COVID-19 crisis has 
seen the City’s business 
continuity plans being utilised. 
Opportunities for improvement 
have been identified, such as: 
training and further testing 
requirements, and developing 
business continuity plans to 
include out stations such as 
Seniors Centre, Jean Willis 
Centre and Youth Centre; 

2. Both Risk West and LGIS 
have been contacted to submit 
estimates to create and 
implement business continuity 
plans for identified out stations. 

315 Extreme 
O 

Community 
infrastructure 
damage from 
climate 
change 
impacts 

Reduced public 
safety, health and 
wellbeing caused by 
climate change 
impacts (changes to 
rainfall and increased 
bushfires, 
temperatures and 
extreme weather 
events). 

1. Design building for climate 
resilience and improve energy 
management, through 
implementation of 
Environmentally Sustainable 
Design (ESD) guidelines; 

2. Ensure all City owned 
buildings (within Bushfire 
Prone Areas) have bushfire 
risk assessments completed; 

3. Review capacity of existing 
City buildings to withstand 
more severe weather events;  

4. Consistent with Planning 
Policy provisions continue to 
ensure:  

-all proposed structure plans 
are accompanied and informed 
by a Bushfire Management 
Plan - new building design 
approval process (within 
Bushfire Prone Areas) 
incorporates bush fire 
management; and  

5. Review, update and 
implement the Bushfire Risk 
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Risk 
ID 

Rating 
Risk 
Type 

Risk name Risk description Action plan a progress 

Management Plan and Local 
Emergency Management Plan. 

316 Extreme 
O 

Public health 
decline from 
climate 
change. 

Reduced public 
safety, health and 
wellbeing caused by 
climate change 
impacts (changes to 
rainfall and increased 
bushfires, 
temperatures and 
extreme weather 
events). 

1. Undertake a climate change 
health vulnerability 
assessment and map 
vulnerable residents and 
areas; 

2. Review,  update and 
implement the Public Health 
Plan; 

3. Review, update and 
implement the Bushfire Risk 
Management Plan and Local 
Emergency Risk Management 
Plan; and 

4. Review existing warning 
systems and identify potential 
gaps and opportunities for 
improvement. 

341 High 
O 

USB scan 

Potential for 
malicious software or 
virus to become 
installed in the City’s 
IT equipment. 

Information and Technology 
Services is investigating 
various USB device control 
systems as a group policy. 

312 High 
O 

Biodiversity 
loss from 
climate 
change 
impacts 

Damage to or loss of 
biodiversity and 
natural habitat, 
caused by climate 
change impacts 
(decreased rainfall 
and increased 
bushfires, 
temperatures and 
extreme weather 
events). 

1. Review and implement the 
Coastal Adaptation Plan with 
latest climate science, 
scenario mapping and WALGA 
recommendations; 

2. Review and maintain 
ongoing coastal monitoring 
program; 

3. Review capacity of existing 
City buildings to withstand 
more severe weather events;  

4. Receive legal advice to 
clarify the liability of the City in 
the event of coastal climate 
change risk scenarios; and  

5. Prepare site specific 
foreshore management plans. 
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Risk 
ID 

Rating 
Risk 
Type 

Risk name Risk description Action plan a progress 

208 High 
O 

Community 
Services 
major projects 

Failure to coordinate 
recreation and 
community safety 
services major 
projects on behalf of 
the City. 

All new Capital Works Projects 
in the Community Services 
Directorate to be processed 
through the new Project 
Performance Management 
(PPM) on line System. 

294 Substantial 
S Strategic 

direction 

Lack of clear and 
aligned strategic 
vision, direction and 
implementation. 

On 3 March 2021, the new key 
performance indicator 
management tool, CAMMS 
Strategy, was brought online at 
the City. CAMMS Strategy is 
designed to enable reporting 
on the performance of 
informing strategies that feed 
into the Strategic Community 
Plan, Corporate Business Plan 
and the Long Term Financial 
Plan. 

295 
Substantial S 

Technology 
use and 
change 

Failure to identify, 
manage and 
capitalise on the 
effective and efficient 
use of changing 
technology. 

1. An initiative for 20/21 is 
Project “BETTI” (Building 
Efficiency Through 
Technological Innovation). 
This will see over time all City 
buildings controlled, opened, 
closed and monitored through 
the implementation of smart 
technology; and 

2. Another project is the 
proposed bulk global luminaire 
replacement with Smart LED 
streetlights. The aim is to have 
in place Smart lights to 
measure power consumption, 
provide alerts for maintenance 
and improve night road and 
footpath light fall. 

3. The City continues to 
implement up-to-date technical 
and governance controls in 
line with goal of achieving ISO 
27001 certification by 
conducting cyber security 
audits with industry specialists, 
to ensure that the City is 
adopting best of breed cyber 
security technologies and 
governance methods. The 
adoption of these up to date 
technologies will ensure that 

Version: 1, Version Date: 08/07/2021
Document Set ID: 10608155



ASFC 15/07/2021   Item 15.1 

 

 

80 of 159    
 

Risk 
ID 

Rating 
Risk 
Type 

Risk name Risk description Action plan a progress 

the City is committed to 
protecting the infromation 
assets of businesses and 
residents. 

296 
Substantial S 

Project 
management 
planning 

Failure to consistently 
plan for Capital 
Works projects. 

1. The Project Portfolio 
Management (PPM) solutions 
roll out is ongoing with 
additional users upskilled / 
trained and allocated access in 
the product`s live environment. 
2. Furthermore, there is project 
management culture 
improvement in understanding 
and appreciation of the Quality 
Management Triangle. 

3. In addition, there has been 
increased improvement and 
automation of Project 
Management information 
reporting with Executive 
Management Report (EMR) 
and detailed project 
dashboards.  

4. Continued upskilling and 
development is planned 
through the year. 

5. The COVID-19 pandemic 
has impacted the roll out 
momentum and reduced 
upskilling and engagement 
with participants.  

5. Time, focus and workload 
remains the biggest challenge 
for users’ roll out which will 
need emphasis to ensure PPM 
users remain engaged, 
especially with the high 
knowledge management level 
required to be retained, or else 
require retraining. 

169 
Substantial O Bushfire 

legislation 

Failure to meet 
bushfire legislation 
obligations. 

1. Fire control orders released 
with rates notice and property 
inspection program has been 
developed; and  

2. Required inspections are 

Version: 1, Version Date: 08/07/2021
Document Set ID: 10608155



Item 15.1   ASFC 15/07/2021 

 

 

   81 of 159 
 

Risk 
ID 

Rating 
Risk 
Type 

Risk name Risk description Action plan a progress 

conducted in rural areas. 

246 
Substantial O Community 

support 

Failure to obtain 
community support 
for strategic planning 
functions. 

1. Procedures and policies. 
training and development; and 
 2. Detailed consultation 
planning for projects. 

285 
Substantial O Landfill 

capping 

Failure to fund the 
capping of existing 
exposed landfill cells. 

1. The implementation of these 
plans is progressing well; and 
2. The Henderson Waste 
Recovery Park (HWRP) 
Financial Model requires that 
significant funds are available 
to meet the City's obligations 
under Licence requirements 
for capping and post closure 
for 2019-20.  

311 
Substantial O 

Reduced 
water 
availability 
from 
decreased 
rainfall 

Decreased liveability, 
reduced water 
availability, loss of 
urban vegetation and 
biodiversity caused 
by climate change 
impacts (decreased 
rainfall). 

1. Implement Urban Forest 
Plan; 

2. Review and Implement 
Water Efficiency Action Plan to 
address climate change; 

3. Implement Water Sensitive 
Urban Design initiatives; 

3. Conduct water audits; and 

4. Maintain dialogue with 
Water Corporation to enhance 
storm water drainage systems 
for wetlands in the District. 

313 
Substantial O 

Coastal 
impacts from 
sea level rise 

Decreased liveability, 
reduced water 
availability, loss of 
urban vegetation and 
biodiversity caused 
by climate change 
impacts (decreased 
rainfall). 

1. Implement Urban Forest 
Plan; 

2. Review and Implement 
Water Efficiency Action Plan to 
address climate change; 

3. Implement Water Sensitive 
Urban Design initiatives; 

3. Conduct water audits; and 

4. Maintain dialogue with 
Water Corporation to enhance 
storm water drainage systems 
for wetlands in the district. 

314 
Substantial O 

Urban forest 
decline from 
climate 

Urban forest decline 
caused by climate 
change impacts 

1. Design buildings for climate 
resilience and improve energy 
management through 
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Risk 
ID 

Rating 
Risk 
Type 

Risk name Risk description Action plan a progress 

change (increased 
temperatures and 
decreased rainfall). 

implementation of ESD 
guidelines; 

2. Ensure all City owned 
buildings (within Bushfire 
Prone Areas) have bushfire 
risk assessments completed; 

3. Review capacity of existing 
City buildings to withstand 
more severe weather events;  

4. Consistent with Planning 
Policy provisions continue to 
ensure:  

a. all proposed structure plans 
are accompanied and informed 
by a Bushfire Management 
Plan; b. new building design 
approval process (within 
Bushfire Prone Areas) 
incorporates bush fire 
management; and  

5. Review, update and 
implement the Bushfire Risk 
Management Plan and Local 
Emergency Management Plan. 

324 
Substantial O Dropbox 

system 

Use of Dropbox may 
compromise the 
position of the City 
with regard to the 
protection of privacy 
information entrusted 
to the organisation. 

1. Mimecast Large File Send 
(2GB Limit); and 

2. OneDrive Business with 
Multi-Factor Authentication 
(MFA) and Data Loss 
Prevention (DLP) controls. 

344 
Substantial O 

Perfect Gym 
system at 
Cockburn 
ARC 

Personally identifiable 
information (PII) 
breach by allowing 
anyone using 
Amazon to send 
email on behalf of 
cockburnarc.com.au 

Conduct frequent and regular 
reviews of Perfect Gym system 
to monitor and identify its 
impact on privacy and financial 
information. 
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3. Outcome of RFT 26/2020 
 
Request for Tender RFT 26/2020 ‘Enterprise Risk Management Solution – Supply, 
Implementation (including Project Management, Scoping and commissioning), 
Training and Support’ was advertised in the ‘Local Government Tender’ section of 
The West Australian newspaper and on the City’s e-tendering on 28 October 2020. 
 
Tenders closed on 26 November 2020 and nine tender submissions were received 
from: 

 

Tenderer Registered entity business name 

ATO Australian Taxation Office 

CAMMS CA Technology Pty Ltd 

ionMY ionMy Pty Ltd 

LG Software LG Software Solutions Pty Ltd 

Protecht Protecht.ERM Pty Ltd 

RMSS Risk Management and Safety Systems Pty Ltd 

TechOne Technology One Limited 

Netsight (AM2) The Trustee for AM2 Trust and the Trustee for FM2 Trust 

Pan Software The Trustee for the Pan Group 

 
A selection panel, assembled by the City to evaluate the tender submissions, 
recommended the submission from Risk Management and Safety Systems Pty 
Ltd, trading as RMSS, as being the most advantageous to deliver tender 
RFT26/2020 Enterprise Risk Management Solution.  
 
RMSS was consequently awarded contract C100763 (RFT 26/2020) for three 
years, commencing 1 July 2021 with an option to extend for another two years. 
 
To implement the new RMSS enterprise risk management solution, the City has 
formed a project team comprising officers from Human Resources Services, 
Governance Risk Management and Compliance Services and Business Systems 
Services.  
 
Strategic Plans/Policy Implications 
 
Listening and Leading 
 
A community focused, sustainable, accountable and progressive organisation. 
• Ensure good governance through transparent and accountable, planning, 
processes, reporting, policy and decision making. 
 
 

Budget/Financial Implications 
 
N/A 
 

  

Version: 1, Version Date: 08/07/2021
Document Set ID: 10608155



ASFC 15/07/2021   Item 15.1 

 

 

84 of 159    
 

Legal Implications 
 
Regulation 17 of the Local Government (Audit) Regulations 1996 refers. 
 
Community Consultation 
 
N/A 
 
Risk Management Implications 
 
Failure to adopt the recommendations will result in the inability to support an 
integrated and effective approach to risk management and lack of guidance on the 
arrangements for designing, implementing, monitoring and continually improve risk 
management processes 
 
Advice to Proponent(s)/Submitters 
 
N/A 
 
Implications of Section 3.18(3) Local Government Act 1995 
 
Nil 
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16. Corporate Affairs 

Nil  

17. Office of the CEO 

Nil  

18. Motions of Which Previous Notice Has Been Given 

Nil  

19. Notices Of Motion Given At The Meeting For Consideration At 
Next Meeting 

  

20. New Business of an Urgent Nature Introduced by Members or 
Officers 

 

21. Matters to be Noted for Investigation, Without Debate 

Nil  

22. Confidential Business 

Nil  

23. Closure of Meeting 
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